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Sourcing information and cyber security professionals has never
been more challenging. With 2023 seeing the number of vacancies
increasing however cyber security decision-makers are struggling
to recruit due to a shortage of skilled professionals.

Via Resource conducts its annual survey to assess the individual
experiences within the Information and Cyber Security industry.
Our report provides insights into the challenges and opportunities
faced, with fresh perspectives when looking for a new role, job
satisfaction, career pathways, professional development, and the
future of the cyber security workspace. 

From 22nd November 2022 to 16th December we gained insights
from 1020 information and cyber security professionals.

Torquil Macleod, Founder and Director of Via Resource comments:
“This report outlines everything an organisation needs to find the
perfect information and cyber security professional that fits well into
the role and company. We want to ensure candidates receive the
best experience possible with quality support, advice and guidance
from Via Resource.”
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88% believe there is a cyber security skills gap, with the three
main areas identified to reduce the gap is through, attracting
talent, train and apply employee skills and lastly encourage
employees innovative thinking and practical ability
78% foresee an increase of cyber security roles with in cyber
security sector. 
Candidates are more likely to apply via a company website and
through a recruitment consultant
It takes an average 21 minutes for candidates to fill out one job
application
After an interview 42% strongly agree and 42% agree for
detailed feedback
The top three benefits that are important to candidates are
flexible health insurance, employee rewards platform and
flexible working hours
95% of information and cyber security professionals are happy
to take additional training to learn new regulations or skills.

Overview of results:

Executive Summary 
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Current level each respondent is within their
organisation

UK US

Data from: www.vacancysoft.com

UKUK
16.8%16.8%

171 respondents171 respondents  

USUS
83.2%83.2%

849 respondents849 respondents  

0% 10% 20% 30% 40%

Data Protection & Privacy 

Governance, Risk & Compliance 

Security Engineering & Architecture 

Security Operations & Incident Response 

Penetration Testing 

Application Security & DevSecOps 

Network Security 

Sales & Marketing 

CISO & Strategy 

Area of Information and Cyber Security
currently working in 



78%

88%

Changes within the market
78% foresee an increase of cyber security roles
within the sector. 
UK (83%)
US (73.4%)

88% believe there is a cyber security skills gap.
UK (96.5%)
US (88.5%)

To reduce the skills gap, three main areas was
identified:
31.7% - Attract talent
28.9% - Train and apply employee skills
25.3% - Encourage employees innovative
thinking and practical ability

0% 5% 10% 15% 20% 25%

Cloud services attacks 

Retaining talent 

IoT Security 

Ransomware 

Impact of remote working 

Human error 
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Most important threat to consider in the cyber
security world right now

are looking to
change jobs in

2023, either
through an

internal
promotion,

internal move
and external

move

78%



0% 20% 40% 60%

Employee review site 

Company Website 

Do not do any research 

Word of mouth 

Careers page on company site 

Company social media 

 

 

Research candidates do before
applying for a new role

 

 

Attracting candidates

The top five channels used when looking for a new role

The average
amount of time a
candidate takes

on one
application

21
minutes
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Candidate process

1
COMPANY
WEBSITE

2
USING A

RECUITMENT
AGENCY 

3
PERSONAL
NETWORKS

4
LINKEDIN

5
JOB

BOARDS

54.1% 53% 41.9% 35.1% 11.2%

UK
3 interview stages

Number of interview stages to be the ideal amount for
a role

US
4 interview stages



Results from a recent survey undertaken by Via Resource to understand the
wants and needs of candidates when applying for a Cyber Security role. 
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Candidate benefits

95% of candidates are happy to take
additional training to learn new
regulations or skills.95%

Salary/day rate
Career progression
Employee Benefits
Workplace Culture/Environment 
Skills
Job responsibilities
Job Title
Training

1.
2.
3.
4.
5.
6.
7.
8.

Ranked as the most
important when looking for
a new role:

Only 16% of candidates prefer
interviews that incorporate phone,

video and in-person interviews, with
41% prefer only online interviews. 

42% strongly
agree for
detailed

feedback after an
interview with
42% agree.

0% 10% 20% 30% 40% 50%

Health insurance 

Employee rewards platform 

Flexible working hours 

Bonus schemes/sign on bonus 

Gym/wellness programmes 

Top five benefits important to candidates



Several new insights into the individuals working in and applying for cyber roles,
the cyber security skills gaps that affect employers, and the challenges that
organisations face when it comes to training and recruitment. The main lessons we
draw are as follows:

1. Skills gap
The skills gap presents significant
challenges to organisations
attempting to stay ahead of the
cyber risk landscape. It is
expected organisations to focus
on hiring and retaining niche
cyber talent along with
outsourcing strategies to remain
agile and optimise operational
processes in 2023.

Conclusion

2. Education
Schools, universities and training
providers to give a holistic skillset,
covering the relevant technical
skills and soft skills that
employers demand, and the
ability to implement those skills in
a business context. Plus
organisations to support existing
talent through ongoing training. 

3. Support
Burnout is rampant today at many
organisations, especially when
there is such a shortage of skilled
people, it’s easy for anyone
unhappy to leave and find a better
opportunity elsewhere. However,
there are also critical cyber
security needs that must be met. 

4. Recuitment 
 Sourcing the right talent at the
right time can prove arduous for
any company. But the process
becomes even more challenging
when you work within a niche
industry or sector. In these
situations, a specialist recruiter
can help find the perfect
candidate for a hard-to-fill role.
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Contact
Via Resource 
160 City Rd, London, EC1V 2NX
020 3327 1996
www.viaresource.com

https://www.google.com/search?q=via+resource&rlz=1C1ONGR_en-GBGB958GB958&oq=via+res&aqs=chrome.2.69i57j69i59l2j0i512j69i61j69i60l2j69i65.2080j0j7&sourceid=chrome&ie=UTF-8#

